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Executive Summary

Offensive speech and in extreme cases hate speech, are
a major challenge in digital communication, particularly
on online platforms on which content is shared.? Hate
speech differs from offensive speech in that it targets
very specific individuals or groups in order to discrimi-
nate against and demean them on the basis of speci-
fic characteristics such as origin, religion, gender, sexual
orientation, and others. Offensive and hate speech are
expressed through texts, images, symbols or gestures.
Its widespread occurrence and the tension between the
violation of human rights and restrictions on freedom
of speech render the issue highly challenging from an
ethical and social perspective. Due to the large volume
of problematic content and the legal obligation in Eu-
rope to take action against hate and incitement, online
platforms are increasingly using Al systems for the au-
tomated detection and removal of offensive and hate
Speech.’I,S,’IO,ZO

From a technical perspective, a clear and fair assess-
ment of language by Al systems is challenging, as the
evaluation of offensive statements must take place wit-
hin the respective context and is often challenging even
for humans. Furthermore, Al systems struggle to recog-
nise irony and sarcasm. Consequently, there is a risk of
insufficient protection against problematic and illegal
statements. Conversely, this can also lead to the unjus-
tified filtering and removal of content, which, from the
users' perspective, may curtail the right to freedom of
speech.”®

In the ALAIT Risk Radar, the use of Al systems to detect and
remove offensive comments and hate speech is classified
as posing a high to medium overall risk (dark orange and
light orange). With regard to the level of autonomy of the
Al system, the Al systems used generally have a medium to
high level of autonomy (Levels 3 and 4), as human review
only takes place in problematic cases, such as when users
raise concerns or when findings are unclear. The risk in
the context of use is classified as 'medium’ (level 3), as
whilst there is generally no immediate danger to life or
limb, Al systems that operate incorrectly or inaccurately
can have a significant impact on people's fundamental
rights, such as protection against discrimination, perso-
nal safety, physical integrity and freedom of expression.
In Austria, citizens can take action against digital hate

*ALAIT is a research project initiated by the Federal Ministry for Innovation, Mobility and Infrastructure (BMIMI) to develop a
novel form of technology assessment for Al technologies using scientific methods.

ALAIT Risk Radar for Al-based detection

of offensive speech

full

high

L]

(S

low

Degree of Autonomy of the Al System
medium

null

limited

minimal

maximum

medium high

Risk from the Application Context

(. Al Applications in the Field of
Offensive Speech Detection

The ALAIT Risk Radar is a scientifically developed risk analysis
tool for artificial intelligence (Al) that classifies Al applica-
tions in a context-specific manner, taking into account their
degree of technical autonomy, thereby making the risk land-
scape visible to users at a glance. The principle is as follows:
the higher the operational risk arising from the application
context and the greater the degree of autonomy of the Al sys-
tem in terms of decision-making, the higher the risk associa-
ted with its use. An extended bracket indicates a range within
the risk classification. A low degree of autonomy in an Al sys-
tem does not mean that one can simply sit back and relax. It
requires a strong role for the people using it. (For details on
the tiered model, see p. 8ff).

speech that insults or harms them, or is illegal for other
reasons, and file a charge. The European Digital Services
Act (DSA) also obliges platform providers to actively take
action against hate speech and to protect marginali-
sed groups. For example, it must be ensured that con-
tent moderators monitor systems' functioning and out-
put. Content moderators need to be continuously trained
- both in the functioning and limitations of Al systems
as well as in relation to social sensitivities. In January
2025, the DSA was expanded by the "Code of Conduct
on Countering lllegal Hate Speech Online"”, which goes be-



yond voluntary commitments to establish concrete ope-
rational guidelines for platform operators.

Introduction

Offensive and hate speech pose particular challenges
on online platforms where users share content such as
texts, images or videos. Unlike offensive speech, hate
speech is directed towards members of a particular
group. Studies’ show that women, Muslims, Jews and
people of colour are particularly affected by hate speech
online. Offensive and hate speech can lead to psycholo-
gical distress and social exclusion, and in extreme cases,
physical harm.?2 They restrict freedom of expression by
creating a climate of fear and through unfair filtering
or censorship on social media. This can reinforce social
polarisation and normalise discriminatory attitudes,
making them appear increasingly acceptable. In some
social groups, this can foster radicalisation processes
because hostile narratives are perceived as legitimate
and thus reinforced. Hate speech can manifest in lan-
guage, images, videos, caricatures, emojis and symbols.
Generative Al technologies increase the potential to
create and disseminate offensive and hateful content
on social media.

Generative Al technologies are increasing the scope for
the creation and dissemination of offensive speech and
hate speech on social media, for example in the form of
so-called 'deepfakes’: media content such as images, vi-
deos or audio files that appear realistic and are perceived
as genuine, but have in fact been created or edited using
Al and depict real or fictional people in situations or ma-
king statements that are fabricated."?

As both freedom of expression and user safety must
be balanced, the effective detection and prevention of
offensive comments and hate speech is essential. Auto-
mated content moderation, which scans large volumes
of user-generated content for harmful and illegal ma-
terial and removes it where necessary, is indispensable
in practice. The Al systems used are intended to benefit
three groups:

1. Operators of online platforms, who can thereby sig-
nificantly increase the volume of content modera-
tion.

2. Content moderators, who can be protected from
psychologically challenging tasks by automation.
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3. Users, who can ideally experience social media wit-
hout offensive, illegal or violent content

However, these three groups are counterbalanced by
three other groups who are disadvantaged by the auto-
mation described:

1. The data labellers, who often have to label emotio-
nally distressing data - which serves as training data
for these Al systems — under precarious conditions in
the Global South.

2. Marginalised groups whose content is often wrongly
classified as hate speech due to biases in Al-powered
content moderation, and is therefore more frequent-
ly censored.

3. Democracy as a whole, along with its democratical-
ly legitimised institutions. This is because the Al sys-
tems used by the operators of platforms and forums,
which are usually not made transparent and are
therefore not subject to democratic control, decide
which content is classified as “good" or "bad” and
what may and may not be said
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Al-based detection of offensive comments relies on advances in machine learning (ML), particularly in the field of

Technology Description

natural language processing (NLP), which deals with textual content. At its core, this technology involves training
algorithms using large datasets containing labelled content (supervised learning), so that they learn to automatically
classify new content as 'acceptable’ or 'in breach’ of a specific policy (e.g. offensive language vs. normal language).®
Whilst such systems can obviously flag hateful words, they struggle to interpret text correctly - for example, in terms
of context — and also have difficulty with spelling mistakes, sarcasm and irony, as well as seemingly harmless code
words that carry specifically hostile meanings. Generally speaking, they perform better in English than in other lan-
guages due to the large volume of English training data. There are various techniques designed to help mitigate these

challenges. Among others, the following two techniques are used:

1.  Named Entity Recognition (NER) and Entity Linking
(EL) are used to identify identity groups in texts and
determine exactly which words refer to the target
groups, linking them to an external knowledge data-
base.?*?” These technologies are designed to help
identify the subject matter of the post and who/
what is being attacked.

2. Sentiment and emotion analyses are used to distin-
guish real hate speech from other forms of offensive
language.?®??

Advances in performance are achieved in par-

ticular through  the use of transformer models

(e.g. BERT, RoBERTa, XLM, GPT), which can recogni-

se contextual relationships between words, e.g. in sen-

tences, and are therefore suitable for language ana-
lysis.”® However, these advances mainly apply to the

English language and are less applicable to other lan-

Opportunities

guages such as German or Italian. In addition, these mo-
dels also contain biases that often disadvantage parti-
cularly marginalised groups even further.

In practice, primarily language-based systems are used.
Since offensive statements go beyond purely textual
content, there is a need for multimodal systems that can
also analyse images or videos and are needed for com-
puter vision technologies. However, the development
of such multimodal systems poses major challenges in
terms of fairness, transparency and contextual unders-
tanding.

The use of Al to detect offensive comments on online platforms has the potential to benefit users, content modera-

tors and social media providers alike:48
Opportunities for Users:

- Enhanced user experience on social media: The inte-
gration of Al into content moderation — even inde-
pendently of the detection of offensive comments
— can help to ensure a personalised experience and
reduce the volume of spam, disinformation and con-
tent ranging from disturbing to illegal. Combined
with the option, enshrined in the Digital Services
Act (DSA), to choose the criteria by which content is
moderated, this can improve the overall experience
and (ideally) reduce the risk of users being exposed
to hateful and harmful content.>™
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Opportunities for Content Moderators:

+  Lower psychological stress and workload: Al tools
can obscure sensitive images and censor offensive
language in real time. Consequently, the volume of
material reaching content moderators decreases,
shielding them from the most disturbing content.
This alleviates the psychological strain of the job.3™



Opportunities for
Online Platform Operators:

Speed and scope: According to its own statements,
over 500 million posts are generated on platform X
(formerly Twitter) every day." fficient moderation of
this content can only be conducted through the inte-
gration of Al systems that can automatically detect
and remove the majority of obviously illegal and of-
fensive content within minutes of its publication.™

Challenges and Risks

Consistency and accuracy: When properly trained
and configured, Al systems can apply a high degree
of consistency to all analysed content. Research
shows that transformer models such as RoBERTaq,
and specialised variants such as HateBERT (a BERT
model trained on hateful or offensive speech), can
perform well in detecting hate speech.”

NV
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Despite the opportunities mentioned above, there are a number of risks and challenges that online platform provi-
ders must address in order to ensure a trustworthy and reliable integration of Al for detecting offensive speech:

Many false positives and false negatives as well as
Al Bias: Although Al systems are designed to re-
cognise and delete offensive comments, they often
make mistakes. In particular, Al systems struggle to
recognise irony and sarcasm.®™ In multimodal sys-
tems, the problem lies in the fact that images do not
have a clear semantic context like text, but rely on
complex visual cues, symbolism and cultural unders-
tanding that the systems cannot recognise. Errors in
a classification system can be categorised as “false
positives" (when a harmless post is mistakenly iden-
tified as hate speech) or "false negatives" (when ac-
tual hate speech is not recognised by the Al system).
Such errors often occur more prominently among
marginalised or vulnerable groups, leading to further
discrimination against these groups. Studies have
shown that automated hate speech detectors often
mislabel content written in African American English
(AAE) or minority dialects as "toxic"8" This can lead
to the reinforcement of prejudices and even censors-
hip of these groups. Conversely, an accumulation
of false negative results can cause some groups to
remain exposed to a high level of hate and insults,
which can lead to psychological distress and with-
drawal from online forums.

Restriction of freedom of speech: Article 19 of the
International Covenant on Civil and Political Rights
(ICCPR) enshrines the protection of freedom of
speech, while Article 20(2) prohibits any incitement
to national, racial or religious hatred that leads to di-
scrimination, hostility or violence.' The filtering and
deletion of content therefore directly conflicts with
the right to freedom of speech. Al moderation tools
can be misused by governments or social media
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providers to significantly restrict fundamental indi-
vidual freedoms. On social media, Al systems have
been shown to restrict even harmless content - due
to false positive classification — and thus limit the
freedom of speech of their users.™

Lack of contextual understanding: One of the big-
gest challenges in automatically detecting offensive
language and hate speech is that Al lacks context-
val understanding.* Expressions such as sarcasm,
metaphors, irony and coded language are generally
difficult for Al systems to recognise.”® Coded langua-
ge involves using code words for ethnic insults that
are clearly understood within a particular communi-
ty, but not by outsiders. Hateful comments can thus
bypass filtering.® The performance of an Al model is
always based on test data containing a certain pro-
portion of sarcasm, irony, or coded language. In prac-
tice, however, many users know how to exploit sar-
casm and coded statements to bypass Al-supported
moderation. Consequently, Al systems for detecting
offensive speech can only partially ensure that hate
speech is identified.

Lack of transparency: Decisions made by Al systems
are generally opaque and difficult to understand or
verify, due to factors including their architecture, the
enormous volumes of data and the complexity of the
systems themselves, as well as the secrecy surroun-
ding proprietary data and software. This makes the
verification process labour-intensive and time-con-
suming, or simply impossible (black box problem).’®
This contradicts users' rights under Article 17 of the



Recommendations for Practical Use

Digital Services Act (DSA). The General Data Protec-
tion Regulation (GDPR) also requires an explanation
for the deletion of content.®"

Relocation of psychological burden: A significant is-
sue is the relocation of psychologically demanding
work to the Global South. Studies show that so-cal-
led data workers in countries with fewer regulations
and labour rights often undertake tasks such as data
annotation, content moderation and labelling, often
under precarious conditions and in informal employ-
ment relationships. In doing so, they frequently have
to label disturbing images and texts to generate
training data for Al systems to automatically detect
hate speech. They are poorly paid and lack adequate
protection from psychological harm.323334

General uncertainty regarding offensive statements:
Most social media providers define their own terms
of use and definitions of offensive statements. For
example, Meta has set up a department dedicated
to dealing with this issue.*™® This shifts the decision
of what is considered acceptable language/speech
to private companies that are not subject to demo-
cratic processes. Proprietary, non-transparent Al
models thus set the gold standard for what is and
is not permitted. However, offensive statements are
perceived differently by different individuals, so it is
not possible to provide an accurate and complete list

of hate speech, as it can be combined and invented.
Legislators should therefore use democratic means
to address the conflict of values between freedom
of expression and the protection of users from hate
speech and violence. While a clear definition of hate
speech could be used to train Al systems, it would
need to be contextualised when applied to specific
conditions. Open-source initiatives could provide a
democratic alternative by making labelled data from
affected communities available for training open-
source Al models to detect hate speech, allowing
users to choose their own Al model.

(=
) —
) —

To minimise the above-mentioned risks associated with the practical use of Al-powered offensive speech detection,
a combination of regulatory measures, technical safeguards and proven moderation procedures is required.

Establish human supervision: One of the most effec-
tive principles for mitigating risk is to ensure that Al
does not make final decisions about content that af-
fects users' fundamental rights, such as the right to
freedom of speech. Al systems should therefore be
developed and deployed in accordance with at least
the "human-in-the-loop"” principle, which combines
Al with human expertise, for example through the
randomised testing of Al decisions by moderators.
As part of this strategy, moderators should also be
trained to recognise the limitations of Al tools as well
as legal standards regarding hate speech, and not to
blindly trust the Al's warning messages. Additionally,
involving moderators or advisors from marginalised
and frequently hate speech-affected groups can fa-
cilitate an understanding of the context.! Combined
with explainable Al (XAl), this approach increases
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transparency and efficiency for moderators.”10232¢

Taking cultural and linguistic contexts into account:
At present, content moderation pays little attention
to cultural and linguistic contexts, although this is
a prerequisite for identifying problematic content.
Al systems should be developed and applied to a
greater extent for cultural regions outside the Anglo-
American linguistic sphere.

Ensuring improved data quality and continuously lear-
ning datasets: The language on online platforms is
evolving rapidly, with new slang terms and nuanced
usages constantly emerging. Continuous learning
frameworks, in which models gradually incorporate
newly labelled data (including context), ensure that
the recognition algorithms remain up to date. To



avoid bias, companies should also ensure that their
training datasets are representative, carefully an-
notated and include more examples of non-hateful
content from minority languages and dialects. This
helps the model learn to recognise when a racial slur
is being used aggressively. Significant progress has
been made in context recognition using NLP models
such as Hate-BERT, providing a solid foundation for
further Al system development. This has led to im-
provements in overall accuracy and reductions in sys-
tematic biases against protected groups.®?

Use of open-source models: The use of balanced and
transparent open-source models not only improves
overall accuracy and reduces systematic bias against
protected groups, but also contributes to strengthe-
ning user trust.8?

Publishing regular audits and making effective use
of the results: In accordance with Articles 34 and 37
of the Digital Services Act (DSA), platforms are obli-
ged to identify, analyse and evaluate systemic risks
such as the dissemination of illegal content, negative
impacts on fundamental rights, and potential harm
to civil society discourse, electoral processes, public
safety, gender-based violence, public health and mi-
nors.*° In addition, platforms are required to disclose
the datasets used for training, as well as the Al mo-
dels, so that their performance can be independently
tested. These audits must be published to enhance
accountability and must lead to concrete measures
and adjustments of the models.?°

Development of multimodal analysis to identify
deepfakes: In the context of hate speech, detecting
deepfakes requires the development of new techno-
logies that incorporate image analysis alongside text
analysis. Organisations such as the 'Coalition for
Content Provenance and Authenticity’ (C2PA) and
practices such as "Open Source Intelligence” (OSINT)
are already taking the first steps towards this. These
organisations combat the spread of misleading in-
formation on the internet by establishing technical
standards for certifying the source and history of
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media content.?2°

Establishing complaint procedures for users: Accor-
ding to the Digital Services Act (DSA), platform pro-
viders must provide users with the opportunity to
request a review if they disagree with the company's
decision to remove or retain controversial content
and have exhausted all legal remedies.®' lIn Germany,
there is also a legal framework for this. Since 2017,
the Network Enforcement Act (NetzDG) has requi-
red social networks to respond appropriately to com-
plaints from users.™®



Important Terms

Black box systems: Refers to all systems whose internal
decision-making processes are not transparent or tracea-
ble to humans. This means that only inputs and outputs
can be observed, without understanding exactly how the
processing in between takes place.

Data protection in Al: The full range of practices and
concerns relating to the ethical collection, storage and
use of personal data by artificial intelligence systems.

Deepfakes: Realistic-looking media files (photos, audio
files or videos) that have been altered, created or falsi-
fied using Al techniques.

Explainable Al (XAl): Refers to methods and techniques
that make it possible to better understand and account
for the decisions and outcomes of Al systems.

Generative Al: Artificial intelligence that can generate
new content such as text, images, music or code, based
on patterns learnt from training data.

European Union Law on Artificial Intelligence (EU Al-
Act): A European regulation on artificial intelligence (Al)
- the first comprehensive regulation on Al issued by a
major regulatory authority. It focuses in particular on
high-risk Al systems.

Al autonomy: The ability of an Al system to achieve a
set of goals under a range of uncertainties in its environ-
ment, independently and without external intervention.

Al accuracy: Refers to an Al system'’s ability to make pro-
per predictions or decisions. It is an important measure
of its performance and crucial for determining its effec-
tiveness and reliability.

Al bias: Bias refers to the systematic unequal treatment
of certain objects, individuals or groups compared to ot-
hers. Treatment refers to any kind of action, including
perception, observation, representation, prediction or
decision-making.

Transparency: This means that the functionality, deci-
sion-making processes and areas of application of an Al
system are comprehensible, explainable and openly ac-
cessible — to developers, users and other stakeholders.

Supervised learning: A subfield of machine learning in
which the training data is labelled in advance and the
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system learns the pattern between the content and the
label. The task of such an Al system is to find a relation-
ship that maps each input in the training set (the data)
to an output (the label).



Explanation of the ALAIT Risk Radar’s tiered model

The ALAIT Al Risk Radar illustrates the relationship bet-
ween application risk and the autonomy of an Al system.
The risk levels are based on the EU Al Act, in particular
Article 6 and Annex lll, which deal with high-risk areas
of Al application. Lower levels of system autonomy and
application risks are represented by cooler colours (blue),
whilst higher levels of system autonomy and application
risks are represented by warmer colours (red).

The change of color conveys the increased risk of Al ap-
plications. This color scale can be used to identify the
overall risk: violet and dark red - very high, red and dark
orange - high, light orange and yellow tones — medium,
blue tones - low overall risk. Ideally, high application risks
and system autonomy should be avoided or only be used
after very careful consideration.

Level of Autonomy of the Al System

Level 1: No Autonomy

Al is a passive tool; it is people who make all the decisions and take action.

Example: Diagnostic systems that display raw medical
data or analyse the data (without providing recommen-
dations!).

Recommended use cases: Scenarios involving high risks
or in which ethical decisions are of crucial importance
(e.g. medical diagnostics, the justice system).

Level 2: Low Degree of Autonomy (Human-in-the-Loop)
The Al provides recommendations or options, but users remain responsible for selecting and approving actions.

Example: Al suggests optimal routes for logistics, or re-
commendation systems in e-commerce.

Recommended use cases: Tasks of medium complexity in-
volving moderate risks (e.g. supply chain optimisation).

Level 3: Medium Degree of Autonomy (Human-on-the-Loop)
The Al carries out certain tasks autonomously, with humans intervening in exceptional cases.

Example: Al-supported manufacturing processes where
the system controls the machines, but users intervene in
the event of anomalies.

Recommended use cases: Scenarios in which continuous
human involvement is not required, but critical risks ne-
cessitate human oversight (e.g. industrial automation,
monitoring of financial transactions).

Level 4: High Degree of Autonomy (Human in Control)
The Al system operates largely autonomously, but allows users to override it themselves in order to avoid undesi-

rable results.

Example: Autonomous vehicles.

Level 5: Full Autonomy with Minimal Supervision

Recommended use cases: Low- to medium-risk environ-
ments (e.g. logistics, basic traffic management).

The Al system operates independently and requires minimal or no human intervention.

Human involvement is limited to long-term audits.
Example: Autonomous agricultural machinery, Al for

electricity distribution, underground railways, airport
rail links.
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Recommended use cases: Environments with low safety

or ethical risks and high reliability of the Al system (e.g.

repetitive tasks in controlled environments).



Degrees of Application Risk

Level 1: Minimal Risk
The Al system has no impact on users or decision-making.

Examples: Filters, NPCs, recommendation algorithms Criteria: No direct impact on the high-risk areas covered
without serious consequences (Deepl, other translation by the EU Al-Acts.
systems).

Stufe 2: Limited Risk
Al systems that interact with users but do not make high-risk decisions. The risk increases when there is a lack of
transparency regarding the involvement of Al.

Examples: Chatbots and Al-generated content without Criteria: Areas not included in the 'high-risk’ list under
disclosure, simple automation tasks. the EU Al Act.

Level 3: Medium Risk
Al systems do not have any particular impact on individuals, but they do have an effect at a collective or societal
level.

Examples: Generative Al such as ChatGPT and other Criteria: Al systems that are available for public use and
systems that can indirectly influence the environment in have the potential to influence and, in the long term,
which they are used. change existing practices.

Level 4: High Risk

Any algorithm used in what the EU Al Act defines as 'high-risk areas' or which has a direct impact on individuals.

Examples: Medicine, biometrics, critical infrastructure, Criteria: Classification as a 'high-risk sector’ under the
education and vocational training, employment, access EU Al Act is only applicable if the rules on transparency
to public sector services, law enforcement, migration. and data quality are complied with.

Level 5: Extreme Risk
Any algorithm used in what the EU Al Act defines as 'high-risk areas’.

Examples: Medicine, biometrics, critical infrastructure, Criteria: Classification as a 'high-risk area' if the rules on

education and vocational training, employment, access transparency and data quality are NOT complied with.
to public sector services, law enforcement, migration.
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